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La nuova frontiera della Cyber Security

Elisabetta D’Angelo 0Account Executive, Italy)
Flavio Di Cosmo 0Sales Engineer, Italy)

Rubrik
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Rubrik - La nuova frontiera della Cyber Security
26 Settembre 2023 h10:30 1h | Rubrik - La Piattaforma Rubrik Security Cloud per garantire il recupero
dei tuoi dati
- Introduzione della Piattaforma Rubrik Security Cloud nelle sue componenti fondamentali
- Benefici di Business per i clienti education che adottano Rubrik.
- Referenze pubbliche e customer stories nel mondo edu.
- Sessione di Q&A

Elisabetta D’Angelo (Account Executive, Italy) Flavio Di Cosmo (Sales Engineer, Italy) 

10 Ottobre 2023 h10:30 1h | Rubrik - Demo della Piattaforma Rubrik Security Cloud: Un unico punto 
da cui governare proattivamente la Cyber Resilienza di tutti i Tuoi Dati con Semplicità
- Demo della Piattaforma
- Sessione di Q&A

Flavio Di Cosmo (Sales Engineer, Italy) Elisabetta D’Angelo (Account Executive, Italy)

24 Ottobre 2023 h10:30 2h | Rubrik Camp - Workshop con hands-on.
I partecipanti vivranno la simulazione dettagliata di un attacco ransomware e la conseguente

procedura di ripristino. Sarà possible scoprire come sfruttare nel concreto la tecnologia Rubrik per affrontare
queste situazioni e recuperare facilmente i dati.

Flavio Di Cosmo (Sales Engineer, Italy) 
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RANSOMWARE ATTACKS
WILL STRIKE EVERY 2 SECONDS 

WITHIN THE NEXT 10 YEARS
Cybersecurity Ventures, Ransomware Will Strike Every 2 Seconds by 2031 FSeptember 2022H.
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LE UNIVERSITA’
Sono SOTTO ATTACCO

“The State of Ransomware 2023” by Sophos 

commissioned by Sophos and conducted by a Third Party Independent company

94%
Ha subìto un impatto

economico in seguito a 
un attacco

79%
Ha subìto un attacco

Cause all’origine degli attacchi
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DATA SECURITY IS SLIPPING THROUGH THE CRACKS
LEGACY BACKUP & RECOVERY APPROACH TRADITIONAL CYBERSECURITY APPROACH

DATA DATA MANAGEMENT
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NETWORK

ENDPOINT

APPLICATION

IDENTITY

DATA
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LEGACY BACKUP IS VULNERABLE

“The State of Data Security: The Hard Truths 2023” by Rubrik Zero Labs was 

commissioned by Rubrik and conducted by Wakefield Research

Were successful

73%
Of attacks

target backups

93%
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A NEW APPROACH IS REQUIRED TO ACHIEVE
COMPLETE CYBER RESILIENCE

CYBER
RESILIENCE

Data
How do we recover?
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What was 
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scope and 
time of the 
infection?

Was it 
sensitive?
What was 

exfiltrated?

Can we 
ensure a 

clean 
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What 
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point?

How do we
remediate 

vulnerabilities?
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the malware?

How
do we 

recover?Data 
Encrypted

Recover
Data

CYBER RECOVERY
HAS SOME

UNIQUE CHALLENGES
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Identify the initial point, scope,
and time of infection 

Discover what types of sensitive
you have and where it lives

Ensure safe and quick recovery
by quarantining infected data

RUBRIK SECURITY CLOUD
BUILT FOR RECOVERY
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Deploy
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ANATOMY of a
RANSOMWARE ATTACK
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A NEW APPROACH TO
CYBER RECOVERY
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A NEW APPROACH TO
CYBER RESILIENCE
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CYBER
RESILIENCE

Data
How do we recover?

User
How do we reduce risk?

A NEW APPROACH IS REQUIRED TO ACHIEVE
COMPLETE CYBER RESILIENCE
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MetadataTime-Series Data
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Common Representation of Data
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INDUSTRY FIRST

Attestation
Summer ‘23

Microsoft è azionista
Rubrik da Agosto 2021 

Joint Mission: “To provide a world-class Cloud & 
Security platform for Enterprise and Hybrid Cloud 
customers”

Main Products Delivered since MSFT  Investment in Rubrik
• Microsoft 365 Protection
• Rubrik Cloud Vault 
• Protection for Active Directory / EntraID
• 2-sided Integration with MS Sentinel

MISA e Rubrik is the only one in our competitive category 
to achieve MISA \MSFT Intelligent Security Association) 
membership and the integration with Microsoft Sentinel -
https://www.microsoft.com/misapartnercatalog. 

MACC Eligible 
Marketplace
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INDUSTRY FIRST

Attestation
Summer ‘23

DOUBLE EXTORTION 
RANSOMWARE SOLUTION Discover and classify sensitive data more easily

Collaborate effectively to combat cyberthreats

Enforce data protection policies without taxing production
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Rubrik Security Cloud®
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Rubrik Security Cloud®
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Rubrik Security Cloud®
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What was 
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RUBRIK APPROACH TO
CYBER RESILIENCE
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5,000+
Global Customers Secure 
Their Data With Rubrik

160+
Active Customers in Italy
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RUBRIK Per
UNIVERSITà di SALERNO

DC
Uni Salerno

2 x r6408S (4 nodi)
Capacità utile = 60TB

RUBRIK
RSC SaaS

Rubrik Security Cloud
• Global Management & Reporting
• M365 Protection Management
• Ransomware Detection

METADATA
Workload protetti 
• DB MS SQL
• DB Oracle
• Linux filesets
• VMware
• Nutanix

Licenza: Business Edition
Include backup Moderno 
e Ransomware Monitoring 
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Duke University Protects 4PB+ NAS Data and 
Achieves 90% Management Time Savings

36

Rubrik delivered:

28%
Savings in 4-year TCO from 
consolidating legacy solution

Management time savings 
from simplicity & automation

90%

“We act as an MSP for the different colleges throughout the university, so 
the ability to leverage Rubrik APIs to integrate with our homegrown 

automation tools to give self-service restores and backup management 
capabilities to end-users has been life changing.”

Scott Steagall, Sr. System Administrator

NAS data protected through 
NAS Direct Archive with NetApp

4PB+ 

“Private Consumption Only”
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Biogen Migrates to the Cloud and Protects 
Data with Rubrik

37

Rubrik delivered:

90%+
Faster server provisioning 
process

Savings in 3-year TCO from 
consolidating legacy solution

$440K

“When new drugs get approved from the FDA, our data footprint doubles 
or triples overnight. Rubrik allows us to scale properly and protects that 

critical data as we grow.”

Dr. Vijay Laxmi, Principal Architect, Cyber & Strategic IT

Seamless migration and cost 
savings from adopting public 
cloud

Cloud

“Private Consumption Only”
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elisabetta.dangelo@rubrik.com
flavio.dicosmo@rubrik.com

38


