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Managed Databases on AWS
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Unprecedented Data Growth Drives Innovation

Micro-services changes data and
analytics requirements

Explosion of data

Data grows 10x every 5 Micro-services architecture
years driven by network- decreases need for one-size-fits-all
connected smart devices databases and increases need for

real-time monitoring and analytics

Rapid rate of change
driven by DevOps

T N

Dev

\_/\K/

Transition from IT to

DevOps increases rate

of change
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To get more value from their data, customers are...

Moving to fully
managed database

services

o

Co

Building modern
applications with purpose-
built databases

o

Breaking free
from legacy
databases
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To get more value from their data, customers are...

Moving to fully
managed database

services
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Databases on AWS 1
Purpose built databases, “1l

the right tool for the right job '_E'_ 'J'
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Purpose-built databases

> b
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Relational Key-value Document In-memory Graph Time-series Ledger Wide Column
Referential High Store documents Query by key Quickly and easily | Collect, store, Complete, Scalable, highly
integrity, ACID | throughput, and quickly with create and and process | immutable, and available, and
Regs transactions, Low latency access querying microsecond navigate data sequenced | verifiable history | managed Apache
schema- reads and writes, | on any attribute latency relationships by time of all changes to Cassandra-
on-write endless scale between data application data | compatible service
LN A [@ - - g @ g
. Ny :Z'.‘/', (=] [u} {u]
o SN SN 2 g £’ 2 e
servicels)  Aurora  RDS DynamoDB DocumentDB | ElastiCache MemoryDB NE S Timestream QLDB Keyspaces
Managed Cassandra
Common  LiTt and shift, Real-time Content Leaderboards, | Fraud detection, loT Systems Build low-latency
Use cases  ERP, CRM, bidding, management, real-time social applications, of record, applications,
finance shopping cart, | personalization, analytics, networking, event tracking | supply chain, leverage open
social, product mobile caching recommendation health care, source, migrate
catalog, engine registrations, | Cassandra to the
customer financial cloud
preferences
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Purpose-built databases

Relational

Referential
integrity, ACID
transactions,
schema-
on-write

. s 7
s S S

Service(s)  Aurora  RDS

S Lift and shift,
Use Cases ERP, CRM'
finance
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Relational databases are complex

x Our experience running "amazon.com”
N taught us that relational databases are
F 4

challenging to manage and operate with
high availability

It's expensive and complex to manage
administrative functions including reqular
patching cycles, performance optimization
and backup and disaster recovery all for
constantly changing applications
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Self-managing databases is
time-consuming, complex, and expensive

@ Hardware and software installation, configuration, patching, backups
(~) Performance and high availability issues
@ Capacity planning and scaling clusters for compute and storage

@ Security and compliance
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Fully managed services on AWS

Spend time innovating and building new applications, not managing infrastructure

Fully managed

Self-managed

D

© 2021, Amazon Web Services, Inc. or its Affiliates.

Schema design
Query construction
Query optimization
Automatic failover

Backup and recovery
Isolation and security
Industry compliance
Push-button scaling
Automated patching
Advanced monitoring
Routine maintenance
Built-in best practices

—

«

«

—
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Amazon RDS

Managed relational database service with a choice of popular databases

AAnJ ?g rc')an SQL 5 @ ,;J ariaDB Microsoft SQL Server
© ostgre
3
—

Easy to administer

Easily deploy and maintain
hardware, OS, and database
software; built-in monitoring

Performant & scalable

Scale compute
and storage with a
few clicks; minimal
downtime for your

application

Oy

Available & durable

Automatic Multi-AZ data
replication; automated
backup, snapshots,
and failover

-—
-
Secure & compliant

Data encryption at rest
and in transit; industry
compliance and
assurance programs
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Ease of Administration
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Ease of administration

 Single console and API for
managing all your relational
databases

« Hardware provisioning, patching,
backup/restore, scaling, and high
availability with a few clicks

« Security and monitoring is built in

AWS public
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Monitoring RDS/Aurora databases

i

Instance Operating System
Amazon CloudWatch Amazon RDS Enhanced
Monitoring
 CPU/ Memory /IOPS / * Process / Thread list
Network * Per second metric storage
« Per minute metric storage in Amazon CloudWatch
in Amazon CloudWatch Logs

Database Engine

Amazon RDS Performa
Insights

nce

e« SQL / State / User / Host

("Database Load")

« Per second metric storage in

Amazon RDS
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Performance Insights increases productivity

Database Load

Average Active Sessions (AAS)

Amazon RDS Performance Insights
Total % A
Sliceby Waits ¥ measures database load over time

® cru

10XactSyne Easy to identify database

Lock:transactionid

» LWLock:ProcArraylLock 3
@ Lock:tuple bOttlEﬂECkS
LWLock:buffer_content

® Unknown - Top SQL/most intensive queries

© Jan1612:21:00 |55, @ Other

Sessions

Max CPU: 2

Enables problem discovery
Waits SQL Hosts Users QSearch SQL queries Adjustable timeframe
Load By Walts (AAS)  sQL * Hour, day, week, and longer

select minute_rollups(?) Availabl_e for all_ Amazon RDS

WITH cte AS ( SELECT id FROM authors LIMIT ? ) UPDATE authors s SET email = ? FROM cte... .
database engines

select count(*) from authors where id < ( select max(id) - ? from authors) and id > ( select ...

delete from authors where id < ( select max({id) - ? from authors) and id > ( select max(id) - ...

select count(*) from authors where id < ( select max(id) - ? from authors) and id > ( select ...
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Avallablllty and Durability
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Multi-AZ deployments
Enterprise-grade high availability

Application Database
servers failure Standby

Fault tolerance across

multiple data centers .

« Automatic failover —

» Synchronous replication Availability Zone A ew S?a”dby
.+ Enabled with one click |

Availability Zone B

Multi-AZ deployment iInfo

© Create a standby Instance (recommended for production usage)
Creates a standby in a different Availability Zone (AZ) to provide data redundancy, eliminate

I/O freezes, and minimize latency spikes during system backups.

Do not create a standby instance
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mymysql Modity || Actions v

Summary

DB identifier CPU nfo Class Create read replica

mymysql | 112.00% db.t3.small Create Aurora read replica

Role

Instan

Read Replicas

Read scaling and disaster recovery

RDS for MySQL, PostgreSQL, MariaDB, MS SQL

Server and Oracle Application servers  Database server

* Relieve pressure on your master node with
additional read capacity

* Bring data close to your applications
in different regions

* Promote a read replica to a master for faster
recovery in the event of disaster

Stop
Reboot

Delete

mymysql-replica-si‘.ockhblm N - | Modify || Actions v

Summary Reboot

Delete

DB identifier CPU Info Class
mymysgl-replica-stockholm I I 1.00% ® Available db.t3.small Create Aurora read replica

Role Current activity Engine Region & AZ

. Read/write Primary

Asynchronous
replidation

Read only

Read replica
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Automated backups

Point-in-time recovery for your DB instance

* Scheduled daily volume backup
of entire instance

 Archive database change logs
* 35-day maximum retention

* Minimal impact on database
performance

« Taken from standby when
running Multi-AZ

© 2021, Amazon Web Services, Inc. or its Affiliates.
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DB instancestatus = [ - -

available o

Multi AZ

Ve
125

Every day during your backup
window, RDS creates a storage

Secondary zone :
volume snapshot of your instance

us-east-1d

Automated backups @

Enabled (7 Days) Every five minutes, RDS backs up the
' - transaction logs of your database

Latest restore time

March 22, 2018 at 10:25:00 AM
UTC-7
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Database snapshots

Backups of your entire DB instance in Amazon S3

- Always incremental

« Amazon S3 -
99.999999999% durability

- Supports encryption

- Copy across accounts,
across regions

© 2021, Amazon Web Services, Inc. or its Affiliates.

Amazon EBS Volume
Amazon S3
Bucket Snapshot 1 Snapshot 2 Snapshot 3
8 e B
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Scalablllty
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Database server instance types

db.r4.large

2wCPUs 15.25 GiB RAM EES: 400 Mbps

db.rd.xlarge
DR instafice size 4vCPUs  30.5GiBRAM  EBS: 80O Mbps pt|m|zed (X’I E)

db.r4.2xlarge
8vCPUs 61 GiBRAM  EBS: 1600 Mbps

DB instance class Info db.rd.4xlarge
Choose a DB instance class that meets your processing power and memory requirements. The DB instance class options below are 16 vCPUs 122 GIiB RAM EBS: 2000 Mbps Cle a nd SQL
limited to those supported by the engine you selected above. l.
: db.r4.8xlarge N Yy
Standard classes (includes m classes) - . e
Z2vCPUs 244 GiB RAM  EBS: 6000 Mbps 1 22 G|B RAM S

© Memory Optimized classes (includes r and x classes) db.r4.16xlarge

Burstable classes (includes t classes) U 3904 GiB RAM

64 vCPUs 488 GiB RAM EB5: 12000 Mbps

db.r5.large formance

db.r4.large N - e .
2vCPUs 16 GIB RAM  EBS: 3500 Mbps ing

2 vCPUs 15.25 GiB RAM EBS: 400 Mbps

db.r5.xlarge
(3 Include previous generation classes A gjh GBRAM  EBS: 3500 Mbps nces offer the

db.r5.2xlarge emory per vCPU
Word Press) BwCPUs 64 GIBRAM  EBS: 3500 Mbps stance types and

db.r5.4xlarge le lowest price per

16 vCPUs 128 GIBRAM  EBS: 3500 Mbps emory

db.r5.12xlarge . .

48 vCPUs 384 GiB RAM 35: 7000 Mbps rquery Intensive

db.r5.24xlarge ds or hlgh

96 vCPUs 768 GiB RAM  EBS: 14000 Mbps ion counts
db.rd.large

2wCPUs 15.25 GiB RAM EB5: 400 Mbps
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High performance database storage

General purpose (GP2) Provisioned IOPS (I01) -

Storage type Info

Provisioned IOPS (55D)

« SSD storage  SSD storage Alocted storage

* Maximum of 64 TiB (16TiB for SQL + Maximum of 64 TiB (16TiB for SQL &
Server) Server) o

« Latency in milliseconds * Single digit millisecond latencies 1000

* |OPS determined by volume size « Maximum of 80K IOPS (40K for SQL Storageautoscaling we

+ Bursts to 3,000 IOPS (applicable SRR, oot
below 1.3 TB) « Delivers the provisioned IOPS |

«  Affordable performance performance 99.9% of the time e e et oo S et i

 High performance and consistency &

Minimum: 101 GIiB, Maximum: 65536 GiB

Amazon RDS storage auto scaling: greater of 5GiB or 12% when less than 10% free storage for 5 minutes
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Securlty and Compliance
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Security and compliance

Network security

« Amazon Virtual Private Cloud (VPC) security groups act as a virtual firewall to
control inbound and outbound traffic

Resource access permissions

« AWS ldentity and Access Management (IAM) provides resource-level role
permission controls

Data encryption

* Encryption at rest using AWS KMS or Oracle/Microsoft TDE
» SSL protection for data in transit

Compliance and assurance programs for finance, healthcare,
government, and more

« HIPAA eligibility under a Business Associate Agreement (BAA) with AWS

Active Directory / Kerberos integration
* RDS for Oracle, SQL Server, PostgreSQL
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Compliance

Aurora

SOC1,2,53

ISO 27001/9001
ISO 27017/27018
ISO 27701

PCl

FedRAMP

HIPAA BAA

MySQL

« SOC1,2,3

« ISO 27001/9001
« I1ISO 27017/27018
« I1SO 27701

- PCI

* FedRAMP

« HIPAA BAA

UK Gov. Programs

* Singapore MTCS

PostgreSQL

- SOC1,2,3
« ISO 27001/9001

« ISO 27017/27018

« ISO 27701
« PCl

* FedRAMP
« HIPAA BAA

* UK Gov. Programs

* Singapore MTCS

Olr:ldl=

SOC1,2,3

ISO 27001/9001
ISO 27017/27018
ISO 27701

PCI

FedRAMP

HIPAA BAA

UK Gov. Programs
Singapore MTCS

PCi

MariaDB

SOC1,2,53

ISO 27001/9001
ISO 27017/27018
ISO 27701

PCl

HIPAA BAA

SQL Server

SOC1,2,3

ISO 27001/9001
ISO 27017/27018
1SO 27701

PCI

HIPAA BAA

UK Gov. Programs
Singapore MTCS
FedRAMP

SZDRN
ISO
T g

27001/9001
27017/27018
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Great ! But how can | migrate my Apps and DBs to AWS ?

How do | create a business case? ] [ What do | have in my environment?)

How do | get started? ] [ What should | move to the cloud?)

What workloads to move first? j [ How do | migrate these workloads?ﬂ

How do we manage workloads .
in the cloud? How do | get my team re-skilled?

AWS public
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Migration process

l:ltl':I o . § AQ X /\’/\
X — - )| L {:",\}
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Assess Mobilize Migrate & modernize
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Broadest and deepest set of capabilities
to accelerate your migration

aws aws ope aws g
Assess =4 Mobilize =4 Migrate
T T T T T, o T TTIIIIIIITT A e LT T
. Decision support ! : Planning support : . Do . :
1
. : ] : : by b :
: : : s ] N . :
1 Cloud Adoption i i RE N i 1 by ((\3 [ '
' Readiness Tool ' ' = \ °\ ,‘° ' : @ f%gg ' : ;I]I i it : : @ '
[ CART 3 - - oj 000 [ U \7/_
: ( ) : : : : : : CloudEndure AWS Server AWS Database : : o :
: ' ' Migration AWS AWS ! ! Y e ' ! Sim?/lli_ﬁed 'Rehost Migration Service Migration Service ] ! AWS E
1 ) ' ' Portfolio Application Control 1 1 Catalog Migration Hub ' ! lelE e b Marketplace |
 TSOLogic : I Assessment Discovery Service Tower ' ' b e e meemmeemeeemeeeea- s :
: : : : : e
| Directional Migration I : ' ' . '
: Business Portfolio : | — _ 1 1 — AWS . Lo i
i Case Assessment ! ! = TSOLogic ' : c— Prescriptive N (\‘ (\b ‘l '
. : ! = - - B4  Guidance Lo ﬁ i ( B ) :
] . . 5 ! ! P =\ ~ !
1 1 1
1 . . 1 1 1 1
! : : AWS, Dlrec.t|onal Autom:ated 1 ! : 1 AWS Outposts AWS Direct Connect VMware cloud on AWS 1
: {éffy 1 : Prescriptive Business Landing : : : : :
= J Guidance Case Zone . -
i = = | i
1 1
: : ! : e -
I Migration AWS | . ! : \
: Readiness Application : : r%\ig ((;'}3 : : 1
| Assessment Discovery Service 1 ] O° ! i /3 — L (\b (‘\5 :
1 1 ~= 1
- | AR == A
: R ] & [5 A il =
1 ' ' AWS CloudEndure i : !
i Lo L .
! : : Migration Hub S'm'lf,ll'if'f:tiiih‘”t - ] AWS AWS Transfer AWS AWS Kinesis AWS Direct AWS Storage !
1 ' ' 9 : ! Datasync for SFTP Snowball Data Firehose Connect Gateway !
1 i . 1
o - L. ! L il :
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Simplity your database migration

AWS Database Migration Service (DMS) easily and securely migrates
and/or replicate your databases and data warehouses to AWS

__ AWS Schema Conversion Tool (SCT) converts your commercial
£» i) database and data warehouse schemas to open-source engines or
=== A\\\S-native services, such as Amazon Aurora and Redshift

AWS public
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CT helps with converting tables, views, and code

AWS Schema Conversion Tool Project - AWS Schema Conversion Tool

File Actions View Settings Help

Summary | Action ltems

¥ Oracle Issue: 325: MySQL does not support check constraints. Emulating triggers created ¥ Amazon RDS for MySQL
.:B CAPTUREEMTIRESTAGE Recommended action: Please revise generated cede and modify it if is necessary. V| L SS2KSALLPLATFORMSEL

s SS2ZKSALLPLATFORMS$FL S eq u e n ceS

s SSZKSALLPLATFORM $FI

e S52KSALLPLATFORMSEFI Use r_defi nEd types

(@ CAPTUREFOREIGMKEYS
@ CAPTUREINDEXES
{5 CAPTUREPRIMARYANDUNIQUEKEYS

{3 CAPTURERULES
.-o_s CAPTURESCHEMAS No. of occurrences: 53 | Documentation reference: https://dev.mysgl.com/doc/ref ! ‘condition-handling. html

No. of occurrences: 2 | Documentation reference: https://dev.mysgl.com/doc/refman/5.6/en/create-table.html

Issue: 329: MySQL doesn’t suppert the RAISE exception
Recommended action: Review the RAISE exception used, and if possible convert it to an exception using the SIGNAL or RESIGMAL statement.
el SSZKSALLPLATFORMSFI

s SSZKSALLPLATFORM$L( Syn O nym S

faa SS2KSALLPLATFORMSRI

i SS2K5ALLPLATFORMSSE Pa C ka g es
b SS2KSALLPLATFORMSU Stored proced u res

fs# SYB12ALLPLATFORM$In

& SYB12ALLPLATFORMSC, Fu nCthnS

s SYB12ALLPLATFORMEC

4 SYB1ZALLPLATFORMEC Tri g g e rS

fs# SYB12ALLPLATFORMEC

&5 SYB12ALLPLATFORMSC, SChemaS

v
v
v
v
v
59 CAPTURESTOREDPROGRAMS @ Issue: 331: MySQL doesn't support a global user exception v
4
v
v
v
v
v
v
v
v| s SYB12ALLPLATFORMSC
v
v
v
v
v
v
v
4
v
v
v
v
v
v

,-._3 CAPTURETABLELEVELCKCONSTRAINT Recommended action: Use another methad for this functionality.

i@ CAPTURETABLES No. of occurrences: 2 | Documentation reference: https://dev.mysgl.com/doc/refman/5.6/en/stored-programs-views.htm
#@ CAPTURETRIGGERS Issue: 332: MySQL doesn't support the procedure dbms_output.put_line

{5 CAPTUREUDT Recommended action: Try using INSERT in the log table. To do this, you must add code into AWS_ORACLE_EXT.PUT_LINE.
@ CAPTUREVIEWS

':6 DOANDWRITEERROR
.:B EXCOLUMNS ¥ Procedure: FIXINDEXES (Mo. of issue occurrences: 1)

IXINDEXES Try using INSERT in the log table. To do this, you must add code into AWS_ORACLE_EXT.PUT_LINE.

(i FIXSTAGEKEYREFERENCES
151 EINSYSDATABASES ¥ Oracle procedure: FIXINDEXES ¥ MySOL procedure: SS2ZKSALLPLATFORMS FIXINDEXES

No. of occurrences: 128 | Documentation reference: https:/fdev.mysgl.com/dac/refman/5.6/en/create-table.html

»
[,
»
[,
»
»
»
»
[,
»
[,
»
»
»

SR NSNS S S SIS

f# SYB12ALLPLATFORMEC Ta b les

e SYB12ALLPLATFORMSEC

fs# SYB12ALLPLATFORMEC I n d exes

2 SYB1ZALLPLATFORMEC

e SYB12ALLPLATFORMEC VieWS

fs# SYB1ZALLPLATFORMEC

C SYB1ZALLPLATFORMSFI Sort and diStribUtiOn

& SYB12ALLPLATFORMSFI
i SYB12ALLPLATFORMSFI keys
&l SYBT2ALLPLATFORMSFI
&4 SYB12ALLPLATFORMSFI
& SYB12ALLPLATFORMSFI
i SYB12ALLPLATFORMSFI
& SYB12ALLPLATFORMSFI

1= FIXSYSUSERS Properties | SQL Properties | SQL
i FIXTABLES 01 PROCEDURE FixIndexes )

9 LOGINFO g4 15

(35 REGISTERSQLSERVERPLUGIN 99  errMsg VARCHAR2(4000) := NOULL;

- 04 BEGIN
= SETSTATUS

)5 NULL; : I ABMET A -
= UPDATESCRATCHMODEL 05 EXCEPTION 2 CALL SSZESALLPLATFCEMSLOGINFC (NUL

{5 Private functions [3]

[

o W

[

¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥
e I N N L N

WHEN OTHERS THEN
DBMS_OUTPUT.put line('Exception in FixIndexes 1 IF (@SSZESALLPLATFCORMSInitCheck IS NULL) T

errMsg := LOCALSUBSTRE(LOCALSUBSTRE(DBMS UTIL CALL SSZRSALLPLATFORMSInit ();
END IF;

| Private types

wg Private collection types [4]
g Private variables [8] LogInfo(NULL, sev _err, 'FixIndexes Failed: out L
g Private constants [6] iZ END FizIndexes;

ok

BEGIN
END ;

i Private cursors

oo m

By

¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥

SIS IS SIS IS S

-

L Private exceptions [1]

<

W
s

Used memd Windows PowerShell (3) |F 195 GB, Total memory: 3.68 GB, Maximum memory: 7.11 GB
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SCT Migration Assessment Report

Database Migration Assessment Report

dmazon

welSarvices

« Assessment of migration

compatibility of source
xecutive Summary

databases with open-source

Database Objects with Conversion Actions for MySQL database engmes — RDS MySQL,

M i lodal 179 databos viorsge ohmci{n) in S suere datahose, we wers okl o ety 108 (%] databons siorsge obyeciy) thal con Be converted seiomate sl or wilh manemal change o My 50l RDS Postg reSQ L a nd Au ro ra

' ababuan wiorsoe e b 0 cequared 1 maedaam g 10 nagreeand s g b k| o romplade B oL

« Recommends best target engine

ure: Lomeersion wistinlics tod databang oics sge oifee by

* Provides details level of efforts

to complete migration
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